SUMMARY OF EXPRESS TERMS
In Governor Hochul’s 2025 State of the State, she directed the Department of Health
(Department) to establish enforceable cybersecurity requirements to protect public water systems
that serve the people of New York. The Department developed this regulatory proposal based on
the authorities granted in Public Health Law 88 225 and 1125 to establish risk-based regulations
for community water systems that serve more than 3,300 people. This regulatory proposal
establishes a new Appendix 5-E to Subpart 5-1 of Title 10 of the New York Codes Rules and
Regulations (NYCRR).

Section 5-E.1 establishes that the cybersecurity requirements apply to community water
systems that serve more than 3,300 people and for some requirements, only to systems that serve
more than 50,000 people.

Section 5-E.2 establishes risk-based exclusions to the regulatory requirements.

Section 5-E.3 establishes definitions for specific technical requirements for this appendix.

Section 5-E.4 establishes that covered water systems that serve more than 50,000 people
shall identify an individual who is deemed qualified by the covered water system’s owner to be
responsible for the covered water system’s cybersecurity program.

Section 5-E.5 establishes requirements for cybersecurity vulnerability analysis. This
section requires that covered water systems assess the vulnerability to cybersecurity incidents of
all operational technology and nonpublic information that impacts or limits a covered water
system’s ability to comply with the requirements of this Subpart or that may pose a risk to public
health.

Section 5-E.6 establishes baseline requirements for a cybersecurity program. The

cybersecurity program must be designed to fulfill statutory and regulatory reporting obligations;



provide authentication and access management; maintain a cyber asset inventory; implement
defensive architecture to protect operational technology and nonpublic information from
unauthorized disclosure, alteration, or destruction; identify and assess risk for operational
technology and nonpublic information handling; monitor and log network activity for covered
water systems that serve more than 50,000 people; implement response protocols for breach
incidents; and recover from cybersecurity incidents.

Section 5-E.7 establishes that all water operators regulated under Subpart 5-4 shall take a
minimum of one hour of cybersecurity training every 3 years.

Section 5-E.8 requires covered water systems to incorporate a cybersecurity incident
response plan into its water system emergency plan.

Section 5-E.9 requires covered water systems to report cybersecurity incidents to the
Department within 24 hours which have created, or may create, a public health hazard.

Sections 5-E.10 and 5-E.11 address confidentiality and severability, respectively.



Pursuant to the authority vested in the Public Health and Health Planning Council and the
Commissioner of Health by sections 225 and 1125 of the Public Health Law, a new Appendix 5-
E is added to section 5-1 of Title 10 of the Official Compilation of Codes, Rules and Regulations
of the State of New York (NYCRR), to be effective upon publication of a Notice of Adoption in

the New York State Register, to read as follows:

Appendix 5-E: Cybersecurity Requirements for Public Water Systems

Section 5-E.1 Applicability.

(a) Applicability. This Appendix, except for section 5-E.4 and paragraph 5.E-6(c)(6), shall apply
to all community water systems which serve populations greater than 3,300 people, as defined by
subdivisions 5-1.1(bj) and (az) of this Subpart referred to throughout this Appendix as “covered
water system.” Section 5-E.4 and paragraph 5.E-6(c)(6) shall only apply to covered water
systems that serve a combined wholesale and retail population of greater than 50,000. Section 5-
E.7 shall apply to all drinking water operators certified in accordance with Subpart 5-4 of this
Part and is not subject to the exclusions identified in Section 5-E.2.

(b) Covered water systems shall have until January 1, 2027, to comply with the requirements of
this Appendix, provided that sections 5-E.7 and 5-E.9 of this Appendix shall be effective
immediately upon adoption.

(c) All covered water systems shall:

(1) Prepare and submit a cybersecurity vulnerability analysis (CVA) in accordance with
subdivision 5-1.33(c) of this subpart that incorporates the requirements of section 5-E.5 of this

Appendix. The cybersecurity vulnerability analysis must be reviewed and updated annually.



(2) Report all vulnerabilities identified in the CVA that may impact a covered water system’s
ability to comply with the requirements of this Subpart or any situation that may pose a risk to
public health to the department within 48 hours of identification in accordance with section 5-
1.77 of this Subpart.

(d) Non-compliance with any requirement of subdivision (c) shall be considered a significant
deficiency as defined in subdivision 5-1.1(cn) of this Subpart. Significant deficiencies shall be
corrected within 120 days in accordance with subdivisions 5-1.71(c) and 5-1.71(d) of this

Subpart.

Section 5-E.2 Exclusions.

(a) A covered water system is not required to meet the provisions of this Appendix, except for
section 5-E.8 and section 5-E.9, if it has neither physical nor logical connections between
operational technology and information technology or external networks.

(b) Billing systems operated and managed by a municipal corporation defined in section 2 of the
General Municipal Law that do not affect a covered water system’s ability to comply with the
requirements of this Subpart are exempt from the requirements of this Appendix.

(c) Information technology that does not affect a covered water system’s ability to comply with

the requirements of this Subpart is exempt from the requirements of this Appendix.

Section 5-E.3 Definitions.
For the purposes of this Appendix the following terms shall have the indicated meaning:
(a) “Control” means any mechanism, safeguard, policy or security measure that is put in place

pursuant to an implementation specification to satisfy the requirement for a security measure.



(b) “Compensating control” means any alternative measure that is put in place to satisfy the
requirement for a security measure.

(c) “Cyber asset inventory” means an inventory of:

(1) operational technology assets that are reachable or accessible by a management, control, or
communications protocol; and

(2) information technology assets that are physically or logically connected to operational
technology.

(d) “Cybersecurity event” means any act or attempt, successful or unsuccessful, to gain
unauthorized access to, disrupt or misuse a covered water system’s operational technology.

(e) “Cybersecurity incident” means a cybersecurity event or attack that, directly or indirectly:
(1) has an adverse impact on any operations of the covered water system that affect the ability of
the covered water system to comply with the requirements of this Subpart; or

(2) has a reasonable likelihood of compromising any operations of the covered water system or
any of its components; or

(3) actually or imminently jeopardizes the confidentiality, integrity, or availability of nonpublic
information related to the covered water system, or results in loss or damage to the covered water
system’s normal operations.

(f) “Cybersecurity vulnerability analysis” or “CVA” means the analysis of vulnerability to cyber
attack that each covered water system shall conduct in accordance with Public Health Law
section 1125(2)(k) and subdivision 5-1.33(c) of this Subpart.

(g) “Department” means the New York State Department of Health.

(h) “Information technology” means a discrete set of electronic information resources organized

for the collection, processing, maintenance, use, sharing, dissemination or disposition of



electronic information, provided that information technology does not include operational
technology.

(1) “Multi-factor authentication” means user identity authentication that requires a user to provide
at least two of the following distinct factors for successful authentication:

(1) something the user knows; or

(2) something the user has; or

(3) something the user is.

(j) “Nonpublic information” means all electronic information that is not publicly available
information and is:

(1) a covered water system’s business-related information, where compromise to its
confidentiality, integrity, or availability would impact that system’s ability to comply with the
requirements of this Subpart; or

(2) information determined by the covered water system to pose a security risk to the operation
of the water system in accordance with subdivision 5-1.33(h) of this Subpart.

(k) “Operational technology” means hardware, software, and firmware that detect or cause
changes in physical processes through the direct control and monitoring of industrial equipment,
assets, processes, and events in the covered water system.

(1) “Principle of least privilege” means a security principle that restricts the access privileges of
users, or processes acting on behalf of users, to the minimum necessary to accomplish assigned
tasks.

(m) “User” means any employee, contractor, agent or other person that operates a covered water
system and is authorized to access and use any operational technology and data of such covered

water system.



Section 5-E.4 Cybersecurity personnel

(a) Each covered water system serving a combined wholesale and retail population of greater
than 50,000 shall designate an individual who is deemed qualified by the covered water system’s
owner with demonstrable knowledge of cybersecurity principles and practical experience in
system protection or risk management who shall be the individual responsible for the covered
water system’s cybersecurity program.

(1) The name and contact information for the individual responsible for the covered water
system’s cybersecurity program identified in subdivision (a) of this section shall be included in
the water supply emergency plan of the covered water system, in accordance with paragraph 5-
1.33(b)(6) of this Subpart.

(2) The individual responsible for the covered water system’s cybersecurity program shall make
a confidential report in writing at least annually to the system’s governing body on the system’s
cybersecurity program and material cybersecurity risks. For the purposes of this Appendix, a
covered water system’s governing body may be the board of supervisors, board of trustees or
council of a municipality as defined in General Municipal Law; a board of directors of an
investor-owned utility regulated under the Public Service Law; or a governing body of a utility

authorized under Article 5 of Public Authorities Law.

Section 5-E.5 Cybersecurity vulnerability analysis.

(a) All covered water systems shall conduct a CVA to meet the requirements for an analysis of
vulnerability to cyber attack in accordance with subdivision 5-1.33(c) of this Subpart. The
covered water system shall incorporate the findings of the CVA into the water system emergency

plan submitted to the State in accordance with subdivision 5-1.33(e) of this Subpart.



(b) The CVA shall be approved by an authorized representative of the covered water system. For
covered water systems serving a combined wholesale and retail population of greater than
50,000, the CVA shall be approved by the individual responsible for the covered water system’s
cybersecurity program.

(c) The CVA shall assess risks of known cybersecurity vulnerabilities to cybersecurity incidents
of all information technology, operational technology, and nonpublic information that may
impact a covered water system’s ability to comply with the requirements of this Subpart. The
assessment shall be based on the likelihood that the vulnerability will be exploited and the
consequences to the covered water system’s normal operations that may occur if the
vulnerability is exploited.

(d) The CVA shall evaluate the effectiveness of all controls associated with the source or sources
of supply, water treatment plants, disinfection stations, pipes and valves, storage tanks, and
system operations management to ensure the covered water system can comply with the
requirements of this Subpart during a water supply emergency caused by a cybersecurity
incident.

(e) Vulnerabilities identified in the CVA that may impact a covered water system’s ability to
comply with the requirements of this Subpart, or any situation that may pose a risk to public
health, shall be reported to the department within 48 hours of identification in accordance with
section 5-1.77 of this Subpart.

(F) The CVA shall be reviewed and updated at least annually to respond to technological
developments and evolving threats; such a review shall be performed within 30 days after major
water facility infrastructure changes are made operational.

(g) The CVA shall identify the actions needed to mitigate or remediate identified vulnerabilities.



(h) The CVA shall follow a form approved by the department.

Section 5-E.6 Cybersecurity program requirements.

(a) Each covered water system shall establish a cybersecurity program based on the findings of
the covered water system’s CVA.

(b) For covered water systems that serve a combined wholesale and retail population of greater
than 50,000, the individual responsible for the covered water system’s cybersecurity program,
designated in accordance with section 5-E.4(a) of this Appendix, shall submit, as part of the
water system emergency plan submission to the department required by 5-1.33(e) of this
Subpart, a certification that the covered water system’s cybersecurity program complies with the
requirements of subdivision (c) of this section. The certification shall follow a form approved by
the department.

(c) The cybersecurity program shall be designed to perform the following functions:

(1) Fulfill applicable statutory and regulatory reporting obligations.

(2) Address identity and access management protocols:

(i) Multi-factor authentication shall be required for any individual accessing the covered water
system’s operational technology from an external network, unless the covered water system’s
authorized representative, or the individual responsible for the covered water system’s
cybersecurity program designated in accordance with section 5-E.4 of this Appendix, has
approved in writing the use of compensating controls.

(i1) Each covered water system shall limit user access privileges for operational technology and

nonpublic information to those necessary to perform each user’s assigned tasks.



(iii) Each covered water system shall separate user accounts authorized to access operational
technology from user accounts authorized to access information technology.

(iv) Each authorized user shall have unique credentials for accessing operational technology
covered by this Appendix whenever unique user credentials can be supported by the operational
technology. Operational technology that cannot support unique user credentials shall have
compensating controls implemented. For covered water systems that serve a combined wholesale
and retail population greater than 50,000, such compensating controls shall be documented in
writing by the individual responsible for the covered water system’s cybersecurity program
designated in accordance with section 5-E.4(a) of this Appendix.

(v) Each covered water system shall at least annually review all user access privileges and
remove or disable accounts and access that are no longer necessary to perform the user’s job.
Each covered water system shall immediately terminate access to user accounts following the
user’s departure from the covered water system or following a change in the user’s role at the
covered water system such that access is no longer required to perform the user’s job. Where
group-based or shared credentials have been implemented instead of unique credentials for each
user, the group-based or shared credentials shall immediately be changed, or compensating
controls shall be implemented to prevent unauthorized access to operational technology.

(vi) Each covered water system shall disable all remote access to operational technology that is
not necessary to monitor or operate the system.

(vii) Each covered water system shall limit the functionality of all remote access to operational
technology to only those functions necessary to monitor or operate the system.

(viii) Each covered water system shall securely configure all protocols that permit remote access

to operational technology or nonpublic information.
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(ix) Each covered water system shall disallow default passwords in all operational technology.
Operational technology with default passwords that are technologically incapable of being
changed shall have compensating controls implemented.

(3) Maintain a cyber asset inventory.

(4) Use defensive architecture, controls, compensating controls, and policies and procedures to
protect operational technology and nonpublic information from unauthorized disclosure,
alteration, or destruction.

(5) Identify and assess operational technology and nonpublic information for internal and
external cybersecurity risks that may threaten the covered water system’s ability to comply with
the requirements of this Subpart.

(6) Each covered water system that serves a combined wholesale and retail population of greater
than 50,000 shall monitor and log the covered water system’s network activity, and be prepared
to produce such logs in the event of a cyber incident for investigative purposes. The requirements
of this paragraph shall not apply if the covered water system, for the purpose of alarms,
notifications, or communications, utilizes devices that only allow, and are only capable of
allowing, data to travel unidirectionally from operational technology to either information
technology or external networks.

(7) Respond to cybersecurity incidents to mitigate the impacts on the normal operations of the
covered water system. The response shall also address any impacts that could affect the ability of
the covered water system to comply with the requirements of this Subpart. Additionally, the
response shall aim to limit any physical or structural damage to the covered water system or any
of its components.

(8) Recover from cybersecurity incidents and restore normal operations and services.
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Section 5-E.7 Training
All drinking water treatment operators certified in accordance with Subpart 5-4 of this Part shall
complete a minimum of one hour of cybersecurity training every three years. Cybersecurity

training curriculum shall be approved by the department.

Section 5-E.8 Emergency response plan.

Each covered water system shall establish a written cybersecurity incident response plan in
accordance with paragraph 5-1.33(b)(6) of this Subpart. This plan shall describe tasks to be
performed during or following a cybersecurity incident to maintain or restore the covered water

system’s compliance with the requirements of this Subpart.

Section 5-E.9 Department Reporting.

The covered water system shall, in a manner prescribed by the department in accordance with
section 5-1.77(a) of this Subpart, notify the department as soon as possible, but no later than 24
hours after determining a cybersecurity incident, as defined in 5-E.3(e) of this Appendix, has
occurred which has created or may create a public health hazard. Notification to the department
under this section does not replace any other notifications required under State or Federal laws or

regulations.

Section 5-E.10 Confidentiality.
Information provided by a water system pursuant to this Part shall be subject to the applicable
provisions of the Public Health Law, Education Law, and the Public Officers Law or any other

applicable State or Federal law or regulations related to disclosure of such information.
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Section 5-E.11 Severability.

If any provision of this section or the application thereof to any person or circumstance is
adjudged invalid by a court of competent jurisdiction, such judgment shall not affect or impair
the validity of the other provisions of this section or the application thereof to other persons or

circumstances.
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REGULATORY IMPACT STATEMENT

Statutory Authority:

Public Health Law §1125 authorizes the adoption of regulations regarding water system
emergency plans that include a vulnerability analysis to terrorist attack and cybersecurity
incident or attack; and Public Health Law 8225 authorizes the Public Health and Health Planning

Council (PHHPC) to establish the sanitary code.

Legislative Objectives:

The objective of Public Health Law 81125 is to ensure water systems can provide water
to their customers during an emergency by analyzing vulnerabilities and preparing emergency
response plans beforehand. The emergency conditions water systems are required to consider
has expanded over the years to include terrorist attack and cybersecurity incident, in addition to

natural hazards. Public Health Law 8225 authorizes the PHHPC to establish the sanitary code.

Needs and Benefits:

The United States (U.S.) water sector is critical infrastructure which is an attractive target
for cybersecurity incidents and attacks. The water sector is vital to national security, economic
security, public safety, and health. According to the U.S. Environmental Protection Agency, the
overall cybersecurity maturity of the sector is low. This finding is consistent with the Office of
the New York State Comptroller’s audits of select municipalities in the last five years. As
community water systems increase usage of computer-enabled and internet-connected systems,

their potential vulnerability to attack increases, as does the attendant risk of public water supply
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contamination. Without effective cybersecurity controls implemented, community water systems
may unintentionally increase their risks to disruptive cybersecurity attacks.

As geopolitical conflicts escalate, the threat landscape for the water sector becomes more
volatile. U.S. adversaries are outpacing the U.S. water sector’s current cybersecurity defenses.
Publicly reported cybersecurity incidents in the water sector as well as the U.S. intelligence
community illustrate that adversaries are well-resourced to carry out disruptive cybersecurity
attacks against the water and wastewater systems across the U.S.

This proposed regulation addresses sector-specific cybersecurity concerns by establishing
risk-based baseline cybersecurity requirements. Specifically, community water systems that
serve more than 3,300 people will be required to: conduct a cybersecurity vulnerability analysis
(CVA) which must be reviewed and updated at least annually, and within 30 days of major
infrastructure changes; establish compliance of a cybersecurity program informed by the CVA,;
create a cybersecurity incident response plan; report cybersecurity incidents which have created,
or may create, a public health hazard to the Department of Health (Department) within 24 hours ;
and report vulnerabilities that may impact or limit a covered water system’s ability to comply
with the requirements of 10 NYCRR Part 5 Subpart 5-1, or that may pose a risk to public health,
to the Department within 48 hours of identification. Additionally, certified operators will be
required to complete cybersecurity training approved by the Department for new certifications
and renewal certifications.

Water systems serving a combined wholesale and retail population of greater than 50,000
will be subject to the same requirements, with additional requirements to designate an individual
who is deemed qualified by the covered water system’s owner with demonstrable knowledge of

cybersecurity principles and practical experience in system protection or risk management who
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shall be the individual to be responsible for the covered water system’s cybersecurity program
and monitor and log network activities in order to detect cybersecurity incidents.

The program leverages the existing cyber security vulnerability assessment program
authorized under Public Health Law 8§ 1125. While the existing program identifies baseline
cybersecurity vulnerabilities and addresses all-hazards emergency response, the proposed
regulation requires water systems to implement baseline cybersecurity controls to prevent the

exploitation of potential vulnerabilities.

Costs
Costs for the Implementation of, and Continuing Compliance with the Regulation to the
Regulated Entity, Including Costs to State and Local Governments:

The costs to regulated entities will vary due to the diversity of technology environments,
as well as the presence and varying maturity of existing cybersecurity programs. Specifically, an
entity’s total costs will depend on its size; its network structure; the number of its critical assets,
devices, employees, and users; and the way the entity chooses to comply with the requirements
set forth in the proposed rule. The Department estimates that cybersecurity will cost $0-$150,000
per year for those systems that serve populations from 3,301 to 50,000 people; and $0-
$5,000,000 per year for systems that serve more than 50,000 people, which includes the largest
covered water supplies.

Covered water supplies will also be required to conduct a cyber asset inventory as part of
the required cybersecurity program. A cyber asset inventory will range in costs depending on the
size of the water system and the volume of assets needing evaluation. Asset inventory costs may

include discovery tools and their associated licensing fees, consulting fees, and ongoing expenses
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for updating and maintaining the asset inventory. Covered water supplies with less than 100
assets may see an annual cost of $0-$24,500, while systems with approximately 500-1000 assets
could see annual costs from $0-$135,000.

Covered water supplies serving a combined retail and wholesale population of greater
than 50,000 will also be required to designate an individual who is deemed qualified by the
covered water system’s owner with demonstrable knowledge of cybersecurity principles and
practical experience in system protection or risk management to be responsible for the covered
water system’s cybersecurity program. It is anticipated that most public water systems of this
size already have a qualified professional on staff that can serve in this role and a robust
cybersecurity program. Additionally, these water systems will be required to monitor and log
network activities in order to detect cybersecurity incidents, which the Department estimates will
cost between $0-$54,000 per year.

New York State has funding available for the water and wastewater sectors, including
hundreds of millions of dollars in infrastructure grants for addressing public health priorities and
a new cybersecurity grant program totaling $2,500,000 that the Environmental Facilities
Corporation will implement to support covered entities’ compliance with this regulation. No- and
low-cost cybersecurity services may be available that covered systems may utilize. However, this
funding will likely not cover the full costs of these cybersecurity programs, and the remaining
costs of these changes or upgrades, if any, may be borne by ratepayers or taxpayers depending on
the size and/or complexity of the covered water system and their existing cybersecurity program.

Because of the wide range of technologies used at community water systems throughout
the State, this proposed program uses a flexible regulatory model where covered water suppliers

are required to obtain the expertise needed and make changes in accordance with their CVA,
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either by hiring employees, contracting with cybersecurity experts, or leveraging no- and low-
cost services to improve their baseline cybersecurity controls.

Local health departments will continue to have a role in verifying the completion of the
statutorily required CVAs and are not expected to incur any additional costs. Most of the
regulatory requirements will affect State and Local Governments. The Department estimates that
cybersecurity will cost $0-$150,000 per year for those systems that serve populations from 3,300
to 50,000 people; and $0-$5,000,000 per year for systems that serve more than 50,000 people,

which includes the largest covered water supplies.

Costs to the Department:

The Department proposes that oversight continue to be provided by its Bureau of Water
Supply Protection in Albany. The tasks that will be completed by the Department include:
developing guidance, templates and approved training curriculum for water system use and
regulatory implementation; providing information about the water sector threat landscape;
working with stakeholders and industry experts to identify cybersecurity best practices;
coordinating with federal regulatory agencies and other experts on improving the cybersecurity
position of the sector at large; and coordinating with the Division of Homeland Security and
Emergency Services as well as the Department of Environmental Conservation to share ideas
and expertise.

The Department estimates that 4 full-time equivalents will be required. It is expected that
these positions will require approximately $600,969 per year inclusive of salary, fringe, travel,

and indirect expenses.
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Local Government Mandates:

There are 318 water systems serving more than 3,300 people that are owned and operated
by local governments, with 37 of those water systems serving a combined wholesale and retail
population of greater than 50,000. The majority of impacts will be on local governments.

This proposed regulation will affect local governments that own or operate water systems
by requiring the development and implementation of a cybersecurity program to enhance system
security and resilience. Systems serving populations of greater than 50,000 will also be required
to designate an individual who is deemed qualified by the covered water system’s owner with
demonstrable knowledge of cybersecurity principles and practical experience in system
protection or risk management who will be responsible for overseeing system cybersecurity. All
affected systems must complete a CVA, consistent with existing requirements in Public Health
Law §1125.

Additionally, authorized representatives for covered water systems will be required to
report identified cybersecurity vulnerabilities within 48 hours that affect their ability to comply
with the requirements of this Subpart, or that may pose a risk to public health, and to report
cybersecurity incidents within 24 hours which have created, or may create, a public health
hazard, which would increase paperwork.

Because of the wide range of technologies used at community water systems throughout
the State, this proposed program uses a flexible regulatory model where covered water suppliers
are required to obtain the expertise needed and make changes in accordance with their CVA,
either by hiring employees, contracting with cybersecurity experts, or leveraging no- and low-

cost services, to improve their baseline cybersecurity controls.
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Paperwork:
This proposal builds on the existing cybersecurity vulnerability analysis required by
Public Health Law §81125. It would increase paperwork by requiring documentation of cyber

vulnerabilities and mandatory reporting of same to the Department.

Duplication:

This proposed regulation is designed to complement existing requirements in 10 NYCRR
5-1.33 and require a cybersecurity program for covered water systems. There are no similar
federal requirements. Similar regulations may be promulgated by other State agencies with
authority to regulate components of a covered water system’s operation, such as the Department

of Environmental Conservation or the Public Services Commission.

Alternatives:

Multiple alternatives were explored for this proposal, including maintaining the existing
cybersecurity vulnerability assessment program and requiring a uniform cybersecurity program
for all public water systems serving more than 3,300 people.

The Department determined that maintaining the existing program was insufficient in that
it did not require mandatory training or incident reporting or critical cybersecurity controls. The
Department also determined that the additional requirements placed on systems serving
populations of greater than 50,000 were impracticable for “medium water systems” as that term

is defined in 10 NYCRR 5-1.1(hj).
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Federal Standards:

The United States Environmental Protection Agency requires that all community water
systems that serve more than 3,300 people complete a risk and resilience assessment that
includes an assessment of cybersecurity. This requirement is authorized through section 2013 of
the America’s Water Infrastructure Act (AWIA) of 2018, which amended Section 1433 of the

Safe Drinking Water Act (SDWA). There are no additional federal standards.

Compliance Schedule:

Covered water systems shall comply with most requirements of this Appendix by January
1, 2027, though training and cybersecurity incident notification requirements are effective upon
publication of the Notice of Adoption in the State Register. Operators shall complete the
requisite training by the end of the first full registration cycle for an individual operator

following the effective date of the regulation.

Contact Person

Katherine Ceroalo

New York State Department of Health

Bureau of Program Counsel, Regulatory Affairs Unit
Corning Tower Building, Rm. 2438

Empire State Plaza

Albany, New York 12237

(518) 473-7488

(518) 473-2019 (FAX)

REGSQNA@health.ny.gov
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REGULATORY FLEXIBILITY ANALYSIS FOR SMALL BUSINESS AND LOCAL

GOVERNMENTS

Effect of Rule:

This proposed regulation addresses sector-specific cybersecurity concerns by establishing
risk-based baseline cybersecurity requirements. Specifically, all community water systems
which serve populations greater than 3,300 people will be required to: conduct a cybersecurity
vulnerability analysis (CVA), which must be reviewed and updated at least annually and within
30 days of major infrastructure changes; establish compliance of a cybersecurity program
informed by the CVA, create a cybersecurity incident response plan; report cybersecurity
incidents to the Department of Health (Department) within 24 hours which have created, or may
create, a public health hazard; and report vulnerabilities that may impact or limit a covered water
system’s ability to comply with the requirements of 10 NYCRR Part 5 Subpart 5-1, or that may
pose a risk to public health, to the Department within 48 hours of identification. Additionally,
certified operators will be required to complete cybersecurity training approved by the
Department for new certifications and renewal certifications.

This rule will primarily impact local governments since 318 public water systems that
serve more than 3,300 people are owned by local governments, with 37 of those water systems
serving a combined wholesale and retail population of greater than 50,000.

Water systems serving a combined wholesale and retail population of greater than 50,000
will be subject to the same requirements, with additional requirements to designate an individual

who is deemed qualified by the covered water system’s owner with demonstrable knowledge of
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cybersecurity principles and practical experience in system protection or risk management who
shall be the individual responsible for the system’s cybersecurity program.

A covered water system that has neither physical nor logical connections between
operational technology and information technology or external networks is
exempt from the cybersecurity requirements in this Appendix. All covered water suppliers that

are required to meet the requirements of section 5-1.33 of Subpart 5-1 shall continue to do so.

Compliance Requirements:

Covered water systems shall comply with the requirements of this Appendix by January
1, 2027, though training and cybersecurity incident notification requirements are effective upon
adoption. Operators shall complete the requisite training by the end of the first full registration

cycle for an individual operator following the effective date of the regulation.

Professional Services:

Water systems that serve more than 50,000 must designate an individual who is deemed
qualified by the covered water system’s owner with demonstrable knowledge of cybersecurity
principles and practical experience in system protection or risk management who shall be the
individual responsible for the system’s cybersecurity program. Some covered water systems will
be required to obtain this expertise via contract and could be delayed by the competitive bidding
requirements for professional services. We anticipate the one-year implementation time frame
included in the proposed regulation will be sufficient to allow municipalities to undergo the

competitive bidding process for services, if needed. However, that is dependent upon
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municipalities undertaking the process in a timely manner and then receiving acceptable

responses.

Compliance Costs:

The costs to regulated entities will vary due to the diversity of technology environments,
as well as the presence and varying maturity of existing cybersecurity programs. Specifically, an
entity’s total costs will depend on its size; its network structure; the number of its critical assets,
devices, employees, and users; and the way the entity chooses to comply with the requirements
set forth in the proposed rule. The Department estimates that cybersecurity will cost $0-$150,000
per year for those systems that serve populations from 3,300 to 50,000 people; and $0-
$5,000,000 per year for systems that serve more than 50,000 people, which includes the largest
covered water supplies.

Covered water supplies will also be required to conduct a cyber asset inventory as part of
the required cybersecurity program. A cyber asset inventory will range in costs depending on the
size of the water system and the amount of assets discovered. Asset inventory costs may include
discovery tools and their associated licensing fees, consulting fees, and ongoing expenses for
updating and maintaining the asset inventory. Covered water supplies with less than 100 assets
may see an annual cost of $0-$24,500, while systems with approximately 500-1000 assets could
see annual costs from $0-$135,000.

Covered water supplies serving a combined retail and wholesale population of greater
than 50,000 will also be required to designate an individual who is deemed qualified by the
covered water system’s owner with demonstrable knowledge of cybersecurity principles and

practical experience in system protection or risk management who shall be the individual
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responsible for the system’s cybersecurity program. It is anticipated that most public water
systems of this size already have a qualified professional on staff that can serve in this role and a
robust cybersecurity program. Additionally, these water systems will be required to monitor and
log network activities in order to detect cybersecurity incidents, which the Department estimates
will cost between $0-$54,000 per year.

New York State has funding available for the water and wastewater sector, including
hundreds of millions of dollars in infrastructure grants for addressing public health priorities, and
a new cybersecurity grant program totaling $2,500,000 that the Environmental Facilities
Corporation will implement to support covered entities comply with this regulation. No- and
low-cost cybersecurity services may be available to the water sector that the covered entities may
utilize. However, this funding will likely not cover the full costs of these cybersecurity programs,
and the remaining costs of these changes or upgrades, if any, may be borne by ratepayers or
taxpayers depending on the size and complexity of the covered water system and their existing
cybersecurity program.

Because of the wide range of technologies used at community water systems throughout
the State, this proposed program uses a flexible regulatory model where covered water suppliers
are required to obtain the expertise needed and make changes in accordance with their CVA,
either by hiring employees, contracting with cybersecurity experts, or leveraging no- and low-
cost services to improve their baseline cybersecurity controls.

The benefits of this rule are challenging to quantify, since the risk of cybersecurity
incidents, the ability to recover from cybersecurity incidents, and the costs of cybersecurity
incidents are specific to the covered water systems’ operations, the controls they employ, the

nature of the cybersecurity incidents and the ability to operate manually.
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Economic and Technology Feasibility:

The regulations are anticipated to be economically and technologically feasible since
many covered water systems are already implementing robust cybersecurity programs that meet
the requirements of this regulation. The Department has determined that requiring one hour of
cybersecurity training per three-year renewal cycle is economically and technologically feasible.
In addition, the Department has determined it is both economically and technologically feasible
to require covered water systems to report cybersecurity incidents to the Department within 24
hours which have created, or may create, a public health hazard, and vulnerabilities that may
impact or limit a covered water system’s ability to comply with the requirements of 10 NYCRR

Part 5 Subpart 5-1, or that may pose a risk to public health, within 48 hours of identification.

Minimizing Adverse Impact:

The proposed rule incorporates several exemptions for covered water systems at low risk
of public health consequences related to a cybersecurity incident. A key exemption excludes
covered water systems if they have neither physical nor logical connections between operational

technology and information technology or external networks.

Small Business and Local Government Participation:

The Department held engagement sessions with regulated entities on the following dates:
February 26, 2025 — Monroe County Water Authority

March 6, 2025 — NY Rural Water Association, Village of Westfield, Star Lake, David Bunce,

independent operator.
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March 14, 2025 — American Water Works Association, NYS American Water Works
Association, NY Rural Water Association and Suffolk County Water Authority.
March 19, 2025 — Long Island Water Conference
March 26, 2025 — Adirondack Water Works Conference
April 15, 2025 — American Water Works Association, Water Utility Council Meeting
May 20, 2025 —New York Rural Water Association Annual Conference

Most water systems were supportive of the regulatory requirements, and many water
systems have already implemented actions to improve their cybersecurity position. However,
many were concerned about the cost of the regulation and additional workload required at a time
when the water sector was implementing several new regulations. New regulations include the
Consumer Confidence Rule, federal rules addressing per- and polyfluoroalkyl substances, and
significant amendments to rules that address lead in drinking water. Stakeholders were
concerned that there would be insufficient capacity to successfully comply with four new

regulatory requirements simultaneously.
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RURAL AREA FLEXIBILITY ANALYSIS

Types and Estimated Numbers of Rural Areas:

This rule applies uniformly throughout the State, including rural areas. Rural areas are
defined as counties with a population less than 200,000 and counties with a population of
200,000 or greater that have towns with population densities of 150 persons or fewer per square
mile. The following 44 counties have a population of less than 200,000 based upon the United

States Census estimate of county populations for 2020 (https://www.census.gov/quickfacts/).

Allegany County
Broome County
Cattaraugus County
Cayuga County
Chautauqua County
Chemung County
Chenango County
Clinton County
Columbia County
Cortland County
Delaware County
Essex County
Franklin County
Fulton County

Genesee County

Greene County
Hamilton County
Herkimer County
Jefferson County
Lewis County
Livingston County
Madison County
Montgomery County
Ontario County
Orleans County
Oswego County
Otsego County
Putnam County
Rensselaer County

Schenectady County
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Schoharie County
Schuyler County
Seneca County

St. Lawrence County
Steuben County
Sullivan County
Tioga County
Tompkins County
Ulster County
Warren County
Washington County
Wayne County
Wyoming County

Yates County


https://www.census.gov/quickfacts/

The following counties have a population of 200,000 or greater and towns with
population densities of 150 persons or fewer per square mile. Data is based upon the United

States Census estimated county populations for 2020.

Albany County Niagara County Orange County
Dutchess County Oneida County Saratoga County
Erie County Onondaga County Suffolk County

Monroe County

Reporting, Recordkeeping and Other Compliance Requirements; and Professional
Services:

Water systems that serve 50,000 or more people must designate an individual deemed
qualified by the covered water system’s owner with demonstrable knowledge of cybersecurity
principles and practical experience in system protection or risk management who shall be the
individual responsible for the system’s cybersecurity program. Some covered water systems may
choose to obtain this expertise via contract and could be delayed by the competitive bidding

requirements for professional services.

Costs:

The costs to regulated entities will vary due to the diversity of technology environments
and the presence of existing cybersecurity programs. Each organization’s costs depend on the
size and complexity of the covered water system and their existing cybersecurity program.

The costs to regulated entities will vary due to the diversity of technology environments,

as well as the presence and varying maturity of existing cybersecurity programs. Specifically, an
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entity’s total costs will depend on its size; its network structure; the number of its critical assets,
devices, employees, and users; and the way the entity chooses to comply with the requirements
set forth in the proposed rule. The Department estimates that cybersecurity will cost $0-$150,000
per year for those systems that serve populations between 3,300 and 50,000 people; and $0-
$5,000,000 per year for systems that serve 50,000 or more, which includes the largest covered
water supplies.

Covered water supplies will also be required to conduct a cyber asset inventory as part of
the required cybersecurity program. A cyber asset inventory will range in costs depending on the
size of the water system and the amount of assets discovered. Asset inventory costs may include
discovery tools and their associated licensing fees, consulting fees, as well as ongoing expenses
for updating and maintaining the asset inventory. Covered water supplies with less than 100
assets may see an annual cost of $0- $24,500, while systems with approximately 500-1000 assets
could see annual costs from $0-$135,000.

Covered water supplies serving a combined retail and wholesale population of 50,000
people or greater will also be required to designate an individual deemed qualified by the
covered water system’s owner with demonstrable knowledge of cybersecurity principles and
practical experience in system protection or risk management who shall be the individual
responsible for the system’s cybersecurity program. It is anticipated that most public water
systems of this size already have a qualified professional on staff that can serve in this role and a
robust cybersecurity program. Additionally, these water systems will be required to monitor and
log network activities in order to detect cybersecurity incidents, which the Department estimates

will cost between $0-$54,000 per year.
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New York State has funding available for the water and wastewater sector, including
hundreds of millions of dollars in infrastructure grants for addressing public health priorities, and
a new cybersecurity grant program totaling $2,500,000 that the Environmental Facilities
Corporation will implement to support covered entities comply with this regulation. No- and
low-cost cybersecurity services may be available to the water sector that the covered entities may
utilize. However, the costs of these changes or upgrades, if any, may be borne by ratepayers or
taxpayers depending on the size and/or complexity of the covered water system and their existing
cybersecurity program.

Because of the wide range of technologies used at community water systems throughout
the State, this proposed program uses a flexible regulatory model where covered water suppliers
are required to obtain the expertise needed and make changes in accordance with their
cybersecurity vulnerability analysis (CVA), either by hiring employees, contracting with
cybersecurity experts, or leveraging no and low cost services to improve their cyber posture and

implementing baseline cybersecurity controls.

Minimizing Adverse Impact:
The proposed rule incorporates several exemptions for covered water systems at low risk
of public health consequences related to a cyber-attack if they have neither physical nor logical

connections between operational technology and information technology or external networks.

Rural Area Participation:
The Department held engagement sessions with regulated entities on the following dates:

February 26, 2025 — Monroe County Water Authority
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March 6, 2025 — NY Rural Water Association, Village of Westfield, Star Lake, David Bunce,
independent operator.
March 14, 2025 — American Water Works Association, NYS American Water Works
Association, NY Rural Water Association, Suffolk County Water Authority
March 19, 2025 — Long Island Water Conference
March 26, 2025 — Adirondack Water Works Conference
May 20, 2025 — New York Rural Water Association Annual Conference

Most water systems were supportive of the regulatory requirements, and many water
systems have already implemented actions to improve their cybersecurity position. However,
many were concerned about the cost of the regulation and additional workload required at a time
when the water sector was experiencing several new regulations, including the Consumer
Confidence Rule, federal rules addressing per- and polyfluoroalkyl substances, and amended
rules addressing lead in drinking water. Stakeholders were concerned that there would be
insufficient capacity to successfully comply with four new regulatory requirements

simultaneously.
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JOB IMPACT STATEMENT
A Job Impact Statement for these amendments is not being submitted because it is
apparent from the nature and purposes of the amendments that they will not have a substantial

adverse impact on jobs and/or employment opportunities.
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SUMMARY OF ASSESSMENT OF PUBLIC COMMENT
The New York State Department of Health (Department) received several comments to the
proposed addition of Appendix 5-E to Title 10 of the Official Compilation of Codes, Rules and
Regulations of the State of New York (10 NYCRR). These comments, along with the

Department’s responses, are summarized below.

Comment: Several commenters stated that the reporting timelines for vulnerabilities and
incidents are more aggressive than the federal Cyber Incident Reporting for Critical
Infrastructure Act (CIRCIA) and the New York State Division of Homeland and Emergency
Services (DHSES), which requires reporting within 72-hours. These commenters recommended
harmonizing the regulation with existing reporting frameworks, specifically adopting a 72-hour
reporting requirement to allow for initial assessments, to determine if impacts exist, and to
provide regulators with meaningful reporting. One commenter recommended that the
Department require reporting only when an incident is reported to another government agency,
and that the Department allow for extensions of reporting requirements when appropriate.
Response: Section 5-E.9 establishes that cybersecurity incidents shall be reported within 24
hours in accordance with 10 NYCRR section 5-1.77(a), which is required only when the
existence or potential existence of a public health hazard is discovered. It is the intention of the
regulation that only cybersecurity incidents which result in the existence or potential existence of
a public health hazard be reported to the Department and that that reporting occur within 24
hours of discovery. In response to these comments, the Department has added “which has
created, or may create, a public health hazard” to 5-E.9 to clarify the threshold for cybersecurity

incident reporting to the Department.
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Section 5.E-5(e) of the proposed regulation used the existing 48-hour reporting requirement for
violations or situation that may pose a risk to public health in Subpart 5-1.77(a) as the basis for
the reporting requirement of vulnerabilities identified in the cybersecurity vulnerability analysis
(CVA) that may impact a covered water system’s ability to comply with the requirements of
Subpart 5-1.

In response to these comments, the Department has added ““or any situation that may pose a risk
to public health” and “in accordance with 5-1.77(a)” to section 5.E-5(e) to clarify the threshold

for reporting vulnerabilities identified in the CVA to the Department.

Comment: Several commenters recommended adding a “materiality” component to the
cybersecurity incident definition and requiring reporting only when an event meets that threshold
or is being reported to another government agency. They also suggested establishing a secure
portal for transmitting any reports.

Response: Because the “materiality” standard for assessing cyber-attacks is based on federal
securities law concerns which are not relevant to the operation of covered water systems, the
regulation has instead been drafted to focus on the reporting of adverse cyber incidents which
result in public health hazards. A secure portal is available for transmitting such reports. No

changes to the proposed regulation were made as a result of these comments.

Comment: Several commenters indicated that the description of a “qualified executive” was not
clear. Their recommendation is to clarify the training, certifications, and experience required to
fill the role of the “qualified executive” in large systems, as well as what oversight

responsibilities would look like for medium-sized water systems.
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Response: During discussions with cybersecurity subject matter experts no single training or
certification could be identified which would indicate a person was qualified to fulfill this role.
The qualifications of the term “qualified executive” were not specified to allow water systems
freedom when identifying the person best suited to fulfill this role within their organization.
Therefore, the proposed regulation has been revised to remove qualified executive by deleting
“qualified through training and experience to serve as the water system’s qualified executive”
and instead clarifies that water systems shall determine who is qualified by adding “deemed
qualified by the covered water system’s owner with demonstrable knowledge of cybersecurity
principles and practical experience in system protection or risk management who shall be the

individual responsible for the covered water system’s cybersecurity program.”

Comment: Several commenters stated that logging network activity for three years is
impractical due to the amount of data tracked. They recommended adjusting the logging and
monitoring requirements to “meaningful monitoring practices.”

Response: On review, the Department agrees that a three-year tracking obligation is overly
burdensome and has removed a definite retention period from the regulation, instead requiring
that logs be made available to investigators in the event they must respond to an adverse cyber

incident.

Comment: Several commenters suggested defining “major infrastructure change,” with one
commenter suggesting the Department identify if it includes information and operational

technology or only physical water infrastructure.
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Response: The term “major water facility infrastructure change” already appears in Public
Health Law section 1125(5) in the context of mandatory water supply emergency plan
submissions to the Department, and it serves as the framework for this regulation. Major
infrastructure changes could encompass changes to operational technology, information
technology, or physical water system infrastructure. The installation of a new well, for example
may also require operational technology changes to incorporate the new physical asset into the
operational technology environment. No changes to the proposed regulation were necessary as a

result of these comments; however, the Department will provide additional guidance.

Comment: Several commenters requested clarification about a consecutive water system’s
compliance responsibilities in relation to their supply partners.

Response: Consecutive water systems which serve more than 3,300 people, inclusive of any
downstream water systems to which they provide water, are subject to the provisions of this
regulation and will be required to implement the requirements therein as applicable to the
systems under their direct control. No changes to the proposed regulation were necessary as a

result of these comments.

Comment: Three commenters stated that there is a burden on small and rural water systems with
limited personnel and budgets to meet the requirements of an annual CVA, program updates
following major infrastructure changes, and “around-the-clock™ reporting without financial and
technical support. These commenters indicated that small and rural water systems could face
additional strain on limited resources from the risk of unfunded mandates. Two commenters

recommended a phased implementation approach based on system size.
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Response: The proposed regulation requires an annual review and update of the existing CVA,
not necessarily an annual CVA.

The basis for the comment regarding “around-the-clock” reporting is unclear. Section 5.E-6(c)(6)
requires monitoring and logging of network activity, but this paragraph only applies to water
systems which serve a population greater than 50,000, not the small and rural water systems
about which the commentor is expressing concern. Vulnerabilities that create a violation or risk
to public health are intended to be reported to the Department within 48 hours, in accordance
with existing Department reporting requirements. Additional language has been added to

sections 5-E.5(e) and 5-E.9 to clarify what must be reported to the Department.

Comment: One commenter expressed concern that the requirement to report vulnerabilities
raised security and confidentiality risks. They noted that cybersecurity risk assessments are
highly sensitive, not typically shared outside of specific regulatory requests, and may even
contain Protected Critical Infrastructure Information (PCII) under federal law. The commenter
argued that the Department only needs high-level information (e.g., severity ratings and
confirmation that due diligence has been completed), not detailed risk assessment data, and
asked for clarification on information-sharing and security protocols. They also objected to the
requirement that CVA findings be incorporated into emergency plans that must be made publicly
available under subdivision 5-1.33(a), warning that publishing vulnerability or risk data for
public review would create serious security risks, and they urged the Department to remove this

provision.
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Response: The concerns of the commentor regarding the risks of centralized reporting of
unmitigated vulnerabilities are noted. The Department agrees that the information reported to the
Department should be kept to the minimum required to allow for oversight and enforcement.
Section 5-1.33(c) already requires an analysis of vulnerability to cyber attack be submitted to the
Department as part of the Water Supply Emergency Plan. Public Health Law section 1125(9)(a)
and 10 NYCRR 5-1.33(h) already stipulate that all vulnerability analysis assessments and
information derived therefrom, including CVA, are exempt from public disclosure under Article
Six of the Public Officers Law.

Additionally, the Protected Critical Infrastructure Information (PCII) program applies to the
protection of information voluntarily shared with the federal government on the security of
private and State/local government critical infrastructure. The PCII program does not pre-empt
the proposed regulation. No changes were made to the proposed regulation as a result of this

comment.

Comment: Several commenters stated that the Department is not adequately staffed to regulate
more than 300 water utilities in cybersecurity with one staff member. They recommend an
increase in staff solutions and an expansion of technical assistance and training resources.
Response: The Department agrees and will recruit staff to assist in this effort. The Regulatory
Impact Statement for the revised rule has been modified to reflect this change in projected

staffing.

Comment: Three commenters stated that while they understand the need for cybersecurity

training, the cost and logistical challenges could impose an additional burden on local
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governments. One commenter also stated that local health departments lack in-house
cybersecurity expertise to provide technical assistance, beyond confirming submission of the
newly required plans. They recommended the Department provide regional training
opportunities, including online modules, and State-supported training subsidies to ensure
equitable access to opportunities.

Response: The Department appreciates and understands the need for equitable access. Statewide
oversight, implementation of Appendix 5-E requirements and technical assistance will be
provided by the Department’s Albany office to reduce the burden upon local health departments.
Additionally, several cybersecurity training courses are offered online and free of cost. The
Department will also explore providing additional free cybersecurity training opportunities using
existing and new technical assistance programs so that training costs will not fall to
municipalities in the foreseeable future. No changes to the proposed regulation were necessary as

a result of these comments.

Comment: One commenter commended the Department for recognizing the importance of
incident response planning and recommended that if modifications to the proposed rule are
needed, to consider providing leeway to system operators in deciding the details of their incident
response plans. They also recommended that the Department work with water systems in the
creation of emergency response plans by using a framework where: Publicly Owned Treatment
Works (POTW) determine which threat scenarios pose the greatest risk and prioritize
accordingly; chart out what an adversary would need to do to complete an attack and plan

accordingly; and conduct tabletop exercises to prepare for major threat scenarios.
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Response: The Department will provide guidance regarding the content of the emergency
response plan required by section 5-E.8 and will provide a template that may be used by water
systems to meet this requirement. The Department welcomes feedback from water systems on
the approach used and templates provided and will consider all comments when making
subsequent revisions to provided documents. The Department agrees that tabletop exercises are
an important component of any comprehensive emergency management program and encourages

all water systems to participate when they are offered.

Comment: One commenter expressed that they have no objection to including an Incident
Response Plan in the water system emergency plan, provided the Incident Response Plan is not
subject to publication under section 5-1.33, which requires that emergency plans be made
available for review and comment by members of the public. This commenter, and several
others, indicated that inclusion of the Incident Response Plan for such public review would pose
grave security risks. The commenters recommended that the Department omit this requirement
or explicitly exempt the written cybersecurity incident response plan required by this section
from any requirement to make such plan public.

Response: Public Health Law section 1125(9)(b) and 10 NYCRR 5-1.33(h) both stipulate that
information contained in the Water Supply Emergency Plan shall be exempt from public
disclosure if it is determined by the water supplier that the information will pose a security risk
to the operation of the water system. Water systems should, in their submission to the
Department, indicate which sections of their water supply emergency plan should be kept

confidential. No changes to the proposed regulation were made as a result of these comments.
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ASSESSMENT OF PUBLIC COMMENT
The New York State Department of Health (Department) received several comments to the
proposed addition of Appendix 5-E to Title 10 of the Official Compilation of Codes, Rules and
Regulations of the State of New York (10 NYCRR). These comments, along with the
Department’s responses, are summarized below.
Comment: Several commenters stated that they were in support of the Department’s efforts to
improve cybersecurity resilience for water providers in the State of New York.

Response: The Department appreciates these comments in support of the regulation.

Comment: Several commenters stated that the reporting timelines for vulnerabilities and
incidents are more aggressive than the federal Cyber Incident Reporting for Critical
Infrastructure Act (CIRCIA) and the New York State Division of Homeland and Emergency
Services (DHSES), which requires reporting within 72-hours. These commenters recommended
harmonizing the regulation with existing reporting frameworks, specifically adopting a 72-hour
reporting requirement, to allow for initial assessments, to determine if impacts exist, and to
provide regulators with meaningful reporting. One commenter recommended that the
Department require reporting only when an incident is reported to another government agency,
and that the Department allow for extensions of reporting requirements when appropriate.
Response: The intent of the regulation is to use existing reporting requirements within 10
NYCRR Subpart 5-1 for cybersecurity related reporting, which would limit required reporting to
only those incidents or vulnerabilities that create a public health hazard or violation of Subpart 5-
1. More information on what types of events should be reported to the Department are provided

below. All other incidents are to be reported to appropriate authorities.
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Section 5-E.9 establishes that cybersecurity incidents shall be reported within 24 hours in
accordance with section 5-1.77(a), which is required only when the existence or potential
existence of a public health hazard is discovered. It is the intention of the regulation that only
cybersecurity incidents which result in the existence or potential existence of a public health
hazard be reported to the Department and that that reporting occur within 24 hours of discovery.
In response to these comments, the Department has added “which has created, or may create, a
public health hazard” to 5-E.9 to clarify the threshold for cybersecurity incident reporting to the
Department.

Section 5.E-5(e) of the proposed regulation used the existing 48-hour reporting requirement for
violations or situation that may pose a risk to public health in Subpart 5-1.77(a) as the basis for
the reporting requirement of vulnerabilities identified in the cybersecurity vulnerability analysis
(CVA) that may impact a covered water system’s ability to comply with the requirements of
Subpart 5-1. In response to these comments, the Department has added “or any situation that
may pose a risk to public health” and “in accordance with 5-1.77(a)” to 5.E-5(e) to clarify the

threshold for reporting vulnerabilities identified in the CVA to the Department.

Comment: Several commenters recommended adding a materiality component to the
cybersecurity incident definition and requiring reporting only when an event meets that threshold
or is being reported to another government agency. They also suggested establishing a secure
portal for transmitting any reports.

Response: The “materiality” standard for assessing cyber-attacks is based on federal securities
law concerns which are not relevant to the operation of covered water systems. The proposed

regulation has instead been drafted to focus on the reporting of adverse cyber incidents which

43



have resulted in public health hazards. A secure portal is already available for transmitting such
reports. Therefore, no changes have been made to the proposed rulemaking as a result of these

comments.

Comment: Several commenters indicated that information technology (IT) and operational
technology (OT) systems in utilities are never fully separate because of USB use, vendor access,
service providers, billing systems, and required regulatory reporting. Commenters stated that
even IT functions that are not covered by OT rules, like payroll or chemical ordering, are
essential to safe operations. The commenters indicated that utilities remain responsible for data
breaches in billing systems regardless of how those systems are managed. These commenters
recommended clarifying what qualifies for exclusions, updating the billing system definition to
reflect "varying levels of utility control,” and adjusting reporting requirements to reduce
unnecessary IT/OT connections.

Response: While the Department appreciates that the scope of electronic security vulnerabilities
some water system operators must monitor for the protection of their business interests is greater
than systems which are directly related to the provision of potable water, the Department’s
objective with these regulations is to facilitate implementation and oversight of water protection
protocols. With that in mind, the Department will not ask operators to report on cyber incidents
which do not result in a public health hazard. All other adverse cyber incidents affecting a

covered system’s business interests should be reported to appropriate authorities.

Comment: Several commenters indicated that the description of a “qualified executive” was not

clear. Their recommendation is to clarify the training, certifications, and experience required to
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fill the role of the “qualified executive” in large systems, as well as what oversight
responsibilities would look like for medium-sized water systems.

Response: During discussions with cybersecurity subject matter experts no single training or
certification could be identified which would indicate a person was qualified to fulfill this role.
The qualifications of the “qualified executive” were not specified to allow water systems
freedom when identifying the person best suited to fulfill this role within their organization.

As a result of comments received, the Department reviewed the use of the term “qualified
executive” and determined it could be interpreted to mean that this individual must be an
executive level employee of the water system. It was not the intention of the Department to
exclude qualified individuals within a municipal government or to preclude a water system from
contracting with a third party to perform this function.

Therefore, the proposed regulation has been revised to remove references to “qualified
executive” and instead clarifies that water systems shall determine who is qualified by adding
“deemed qualified by the covered water system’s owner with demonstrable knowledge of
cybersecurity principles and practical experience in system protection or risk management who
shall be the individual responsible for the covered water system’s cybersecurity program.”
Medium-sized water systems will not be required to identify a person responsible for the
system’s cybersecurity program. An authorized representative of medium covered water system
will be required to approve the cybersecurity vulnerability analysis pursuant to 10 NYCRR
section 5-E.5(b). The authorized representative may also approve compensating controls in

accordance with 10 NYCRR section 5-E.6(c)(2)(i).
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Comment: Several commenters suggested clarifying if water utilities could use sector-specific
tools such as American Water Works Association’s (AWWA) assessment based on the U.S.
Department of Commerce’s National Institute of Science and Technology (NIST) standards
instead of only using Common Vulnerability Scoring Systems (CVSS).

Response: The regulation establishes that methods used must be acceptable to the Department.
Acceptable methods will be communicated through guidance. No changes to the proposed

regulation were made as a result of these comments.

Comment: Several commenters suggested defining “major infrastructure change,” with one
commenter suggesting the Department identify if it includes information and operational
technology or only physical water infrastructure.

Response: The term “major water facility infrastructure change” appears in Public Health Law
Section 1125(5), in the context of mandatory water supply emergency plan submissions to the
Department, and it serves as the framework for this regulation. Major infrastructure changes
could encompass changes to operational technology, information technology, or physical water
system infrastructure. The installation of a new well, for example may also require operational
technology changes to incorporate the new physical asset into the operational technology
environment. No changes to the proposed regulation were necessary as a result of these

comments; however, the Department will provide additional guidance.

Comment: Several commenters suggested that the Department provide CVA and certification

templates prior to the January 1, 2027, deadline.
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Response: The Department intends to provide templates and guidance prior to the deadline. No

changes to the proposed regulation are necessary as a result of these comments.

Comment: Several commenters stated that logging network activity for three years is
impractical due to the amount of data tracked. These commenters recommended adjusting the
logging and monitoring requirements to “meaningful monitoring practices.”

Response: The Department agrees that a three-year tracking obligation is overly burdensome
and has removed a definite retention period from the regulation, instead requiring that logs be

available to investigators in the event of a cyber incident which implicates their jurisdiction.

Comment: Several commenters stated that documents like asset inventories and network
diagrams contain sensitive data and can be valuable to malicious actors. These commenters
recommended limiting mandatory submissions and providing clearly defined protections from
public disclosure.

Response: The proposed regulation requires that the CVA be submitted every five years as part
of the water supply emergency plan submission to the Department, required by 10 NYCRR
section 5-1.33(e). Where asset inventories, network diagrams or other sensitive information are
part of that submission, all components of the vulnerability analysis assessment, including the
CVA, are exempt from public release under Public Health Law section 1125(9) and 10 NYCRR
section 5-1.33(h). Means are in place for secure transfer of electronic documents to the
Department. No changes to the proposed regulation were necessary as a result of these

comments.
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Comment: Several commenters indicated that it is expensive and disproportionately burdensome
on medium and small water systems to invest in cybersecurity solutions. One commenter stated
that new requirements must be realistic and affordable to be sustainable long term. While one
commenter recognized that the regulation is accompanied by new State grant funding, other
commenters recommend that the State of New York provide $5 million in funding to further
offset compliance costs and to extend compliance deadlines for medium systems past January 1,
2027.

Response: The Department recognizes the challenges that small and medium water systems face
implementing this proposed regulation along with the numerous other new regulations coming
into effect. However, the Department also recognizes that these systems are the least likely to
have adequate cybersecurity protections in place. A one-year implementation timeline is
sufficient to create the needed cybersecurity program, recognizing that this is a rapidly evolving
field that will require continuous improvement over time. The recommendation to provide
additional funding has been noted for future budgetary planning purposes. No changes to the

proposed regulation were made as a result of these comments.

Comment: Several commenters stated that the Department is not adequately staffed to regulate
more than 300 water utilities in cybersecurity with one staff member. They recommend an
increase in staff solutions and an expansion of technical assistance and training resources.
Response: The Department agrees and will recruit staff to assist in this effort. The regulatory

impact statement for the final rule has been modified to reflect this change in projected staffing.
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Comment: Several commenters stated that inconsistent oversight is a risk for water utilities that
span multiple local health departments. These commenters recommended assigning oversight to
the Department’s regional staff.

Response: The Department intends to continue oversight by the Department’s Bureau of Water
Supply Protection. No changes to the proposed regulation were necessary as a result of these

comments.

Comment: Several commenters requested clarification about a consecutive water system’s
compliance responsibilities in relation to their supply partners.

Response: Consecutive water systems which serve more than 3,300 people, inclusive of any
downstream water systems to which they provide water, are subject to the provisions of this
regulation and will be required to implement the requirements therein as applicable to the
systems under their direct control. No changes to the proposed regulation were necessary as a

result of these comments.

Comment: One commenter stated that requiring early reporting of unmitigated vulnerabilities
can create security and operational risks by inadvertently revealing weaknesses in operational
technology, control systems, and other infrastructure components. The commenter also indicated
that centralizing reports could increase security risks. The commenter recommended limiting
reporting requirements to vulnerabilities that are assessed and mitigated to limit exposing
unmitigated vulnerabilities while still providing enough information to regulators for risk

management and oversight. They also recommended that the requirement for incident reporting
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take effect no sooner than one year after the rule is adopted to allow sufficient time for a water
system to establish and implement an internal cybersecurity process.

Response: The Department expects that unmitigated vulnerabilities are already being accounted
for in water supply emergency plans submitted to the Department in accordance with the
requirements of Public Health Law sections 1125(2)(k) and 1125(6)(a). Limiting reporting
requirements to vulnerabilities that have been “mitigated” would deprive the Department and
other State agencies charged with monitoring critical infrastructure vulnerabilities of information
about unexpected system breaches that present risk of creating public health hazards. The
concerns of the commentor regarding the risks of centralized reporting of unmitigated
vulnerabilities are noted and the Department agrees that the information reported to the
Department should be kept to the minimum required for oversight and enforcement, which will
be reflected in reporting guidance and forms.

Water systems already have reporting procedures in place for notification to the Department
within 24 hours and 48 hours due to existing reporting requirements in Subpart 5-1. These same
processes can be used to meet the cybersecurity incident reporting requirements. A secure portal
is available for providing required documents to the Department. Documents submitted to the
Department as part of the water systems water supply emergency plan, including the CVA, are
subject to public disclosure exemptions in Public Health Law Section 1125(9) and 10 NYCRR
section 5-1.33(h), including all CVAs and all information derived therefrom, as well as any
information determined by the water supplier to pose a security risk to the operation of a water
system. Additional guidance on reporting to the Department will be provided. No changes to the

proposed regulation were made as a result of these comments.
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Comment: Three commenters stated that there is a burden on small and rural water systems with
limited personnel and budgets to meet the requirements of an annual CVA, program updates
following major infrastructure changes, and “around-the-clock™ reporting without financial and
technical support. These commenters indicated that small and rural water systems could face
additional strain on limited resources from the risk of unfunded mandates. Two commenters
recommended a phased implementation approach based on system size.

Response: The proposed regulation requires an annual review and update of the existing CVA,
not necessarily an annual CVA. Guidance on the definition of “major infrastructure changes”
will be issued by the Department. In the Department’s experience major infrastructure changes
are infrequent events for most water systems.

The basis for the comment regarding “around-the-clock™ reporting is unclear. Section 5.E-6(c)(6)
requires monitoring and logging of network activity, but this paragraph only applies to water
systems which serve a population greater than 50,000, not the small and rural water systems
about which the commentor is expressing concern. Reporting of cybersecurity incidents, as
required by 10 NYCRR section 5-E.9, is aligned with other Department reporting requirements
where conditions represent a public health hazard. Vulnerabilities that create a violation or risk
to public health are intended to be reported to the Department within 48 hours, in accordance
with existing Department reporting requirements. Additional language has been added to
sections 5-E.5(e) and 5-E.9 to clarify what must be reported to the Department.

Water systems will have approximately one year to implement the requirements of the
regulation, which does not go into effect immediately. This should be sufficient time for all
water systems to implement the regulations. The Department also expects that the programs

developed by water systems will undergo incremental improvement over time. The rapidly
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evolving field of cybersecurity will require water systems to continue to improve their
cybersecurity posture. No change to the implementation timeline requirements were made as a

result of these comments.

Comment: Three commenters stated that while they understand the need for cybersecurity
training, the cost and logistical challenges could impose an additional burden on local
governments. One commenter also stated that local health departments lack in-house
cybersecurity expertise to provide technical assistance, beyond confirming submission of the
newly required plans. They recommended the Department provide regional training
opportunities, including online modules, and State-supported training subsidies to ensure
equitable access to opportunities.

Response: The Department appreciates and understands the need for equitable access. Statewide
oversight, implementation of Appendix 5-E requirements and technical assistance will be
provided by the Department’s Albany office to reduce the burden upon local health departments.
Additionally, several cybersecurity training courses are offered online and free of cost. The
Department will also explore providing additional free cybersecurity training opportunities using
existing and new technical assistance programs so that training costs will not fall to
municipalities in the foreseeable future. No changes to the proposed regulation were necessary as

a result of these comments.

Comment: One commenter acknowledged that the proposed rule avoids prescriptive and
detailed requirements and suggested that the rule remain that way over time to avoid increasing

complexity.
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Response: The comment is noted. No changes to the proposed rule were necessary a result of

this comment.

Comment: One commenter recommended listening to affected operators as the proposed rule is
implemented and modified over time, since operators can provide needed feedback to refine
processes, guidance, and requirements.

Response: The Department appreciates this recommendation and understands the importance of
open communication. The Department will continue to engage with drinking water operators for

feedback.

Comment: One commenter recommended that the Department work with other agency partners
to ensure that compliance with the proposed rule, and related rules, is streamlined and simple.
The commenter indicated that operators should know who to call, and what exactly is required of
them.

Response: The Department will provide guidance to simplify and clarify reporting requirements.

Comment: One commenter commended the Department and the proposed rule for recognizing
the distinction between operational technology and information technology systems. They also
stated that requiring network monitoring for larger systems will meaningfully improve the
security of covered utilities.

Response: The Department appreciates these comments in support of the regulation.
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Comment: One commenter commended the Department for recognizing the importance of
incident response planning and recommended that if modifications to the proposed rule are
needed, to consider providing leeway to system operators in deciding the details of their incident
response plans. They also recommended that the Department work with water systems in the
creation of emergency response plans by using a framework where: Publicly Owned Treatment
Works (POTW) determine which threat scenarios pose the greatest risk and prioritize
accordingly; chart out what an adversary would need to do to complete an attack and plan
accordingly; and conduct tabletop exercises to prepare for major threat scenarios.

Response: The Department will provide guidance regarding the content of the emergency
response plan required by 10 NYCRR section 5-E.8 and will provide a template that may be used
by water systems to meet this requirement. The Department welcomes feedback from water
systems on the approach used and templates provided and will consider all comments when
making subsequent revisions to provided documents. The Department agrees that tabletop
exercises are an important component of any comprehensive emergency management program

and encourages all water systems to participate when they are offered.

Comment: One commenter proposed modifying the CVA section to reference a Cybersecurity
Risk Assessment instead, to remain consistent with existing regulations. They stated that a
Cybersecurity Risk Assessment enables a covered entity to engage in “risk-based
determinations” about its cybersecurity program. This commenter also recommended aligning
the language for cybersecurity vulnerability with the goals of the proposed regulation and to

clearly define what it means, possibly using the NIST framework for guidance.
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Response: The phrase “vulnerability analysis” was adapted from statutory emergency planning
requirements found at Public Health Law section 1125(2)(k), and as used in the regulation is
consistent with those requirements. The Department agrees that the assessment required by the
regulation is a risk assessment, wherein risk considers threats, vulnerabilities and consequences.
This approach is consistent with the Department’s current approach to the Water Supply
Emergency Plan required by Subpart 5-1.33 and incorporated into the 2022 Water Supply

Emergency Plan Small System Vulnerability Assessment Template prepared by the Department.

Comment: One commenter recommended considering a risk-based cadence of annual CVA
updates and reviews, focusing on ensuring up-to-date monitoring and awareness of the
cybersecurity posture of the system, consistent with the covered organization’s risk profile.
Response: Section 5-E.5(f) requires that the CVA be reviewed and updated at least annually to
respond to technological developments and evolving threats. Based on the rapidly evolving
cybersecurity environment, annual updates will be the minimum required frequency, but
depending on its risk profile, organizations may elect to conduct more frequent reviews and

updates.

Comment: One commenter expressed concern that the requirement to report vulnerabilities
raised serious security and confidentiality risks. They noted that cybersecurity risk assessments
are highly sensitive, not typically shared outside of specific regulatory requests, and may even
contain Protected Critical Infrastructure Information (PCII) under federal law. The commenter
argued that the Department only needs high-level information (e.g., severity ratings and

confirmation that due diligence has been completed), not detailed risk assessment data, and
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asked for clarification on information-sharing and security protocols. They also objected to the
requirement that CVA findings be incorporated into emergency plans that must be made publicly
available under subdivision (a) of section 5-1.33 of 10 NYCRR, warning that publishing
vulnerability or risk data for public review would create serious security risks, and they urged the
Department to remove this provision.

Response: The concerns of the commentor regarding the risks of centralized reporting of
unmitigated vulnerabilities are noted. The Department agrees that the information reported to the
Department should be kept to the minimum required to allow for oversight and enforcement.
Section 5-1.33(c) already requires an analysis of vulnerability to cyber attack be submitted to the
Department as part of the Water Supply Emergency Plan. In accordance with section 5-E.5(a) of
the proposed regulation, the CVA will be used to fulfill that required analysis of vulnerability to
cyber attack. Further, Public Health Law section 1125(9)(a) specifically excludes all
vulnerability analysis assessments and all information derived therefrom, including the CVA,
from public disclosure under Article Six of the Public Officers Law. Additionally, the Protected
Critical Infrastructure Information (PCII) program applies to the protection of information
voluntarily shared with the federal government on the security of private and State/local
government critical infrastructure. That program does not pre-empt the proposed regulation. No

changes were made to the proposed regulation as a result of this comment.

Comment: One commenter expressed that they have no objection to including an Incident
Response Plan in the water system emergency plan, provided the Incident Response Plan is not
subject to publication under 10 NYCRR section 5-1.33, which requires that emergency plans be

made available for review and comment by members of the public. This commenter, and several
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others, indicated that inclusion of the Incident Response Plan for such public review would pose
grave security risks. The commenters recommended that the Department omit this requirement
or explicitly exempt the written cybersecurity incident response plan required by this section
from any requirement to make such plan public.

Response: Public Health Law section 1125(9)(b) and 10 NYCRR section 5-1.33(h) both
stipulate that information contained in the Water Supply Emergency Plan shall be exempt from
public disclosure if it is determined by the water supplier that the information will pose a security
risk to the operation of the water system. Water systems should, in their submission to the
Department, indicate which sections of their water supply emergency plan should be kept

confidential. No changes to the proposed regulation were made as a result of these comments.

Comment: One commenter stated concern about the sensitivity of the data required to be
submitted under the proposed regulation and the lack of a clear exemption from disclosure. The
commenter noted risks to confidentiality and security if the Department acquires and stores
highly sensitive information and pointed out that the Department and third parties with access
may themselves have reporting obligations. They recommended that the Department adopt an
approach similar to the Environmental Protection Agency (EPA), which allows agencies to
review sensitive data onsite at the regulated entity’s offices rather than requiring submission and
storage of the information.

Response: A secure portal will be available for providing required documents to the Department.
Documents submitted to the Department as part of the water systems water supply emergency
plan, including the CVA, are subject to public disclosure exemptions in Public Health Law

Section 1125(9) and 10 NYCRR section 5-1.33(h), including all CVAs and all information
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derived therefrom, as well as any information determined by the water supplier to pose a security
risk to the operation of a water system.

Reporting of cybersecurity incidents and reports of vulnerabilities identified in the CVA will be
limited to only the information needed by the Department to assess the risk or potential risk to
public health and for necessary tracking and enforcement. No changes to the proposed regulation
were necessary as a result of this comment.

Comment: One commenter stated that section 5-E.7 calls for one hour of training every three
years and that a recently adopted law requires annual cybersecurity training for municipal
employees. The commenter recommended amending section 5-E.7 to match the annual
requirement or clarify if the intent is to provide water-supplier-specific training every three years
as a supplement to the required annual training.

Response: The intent of the regulation is for water operators to attend water sector specific
training that focuses on Operational Technology rather than Information Technology. Continuing
education courses for water operators must be approved by the Department, providing oversight
of the course content. The Department will develop content requirements for cybersecurity
continuing education courses. Courses completed by operators to satisfy the annual cybersecurity
training for municipal employees’ requirement may be submitted to the Department for
consideration for water operator continuing education credits if they meet the Departments
course content and other continuing education program requirements. No changes were made to

the proposed regulation as a result of this comment.

Comment: One commenter stated that public water systems (PWS) are currently at various

stages of review, preparation, or implementation of multiple new State and federal mandates.
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The commenter expressed that while the Department identifies some additional State resources,
the proposed regulation will further add to PWS compliance costs, which will be passed on to
consumers, further straining affordability for citizens, amid inflation and economic pressures.
Response: The Department agrees with this comment and is also mindful of the strain on both
Department and PWS resources to implement the Lead and Copper Rule Improvements, Federal
Requirements for per- and poly- fluoroalkyl substances, the Consumer Confidence Rule and
Cybersecurity Requirements in 2027. However, the Department also recognizes a need to ensure
a baseline of cybersecurity protections is in place at PWS as part of an overall approach to
protecting public health. No changes were made to the proposed regulation as a result of this

comment.

Comment: One commenter said that the proposed regulation does not require vulnerability
disclosure and handling processes (VDPs), which are considered foundational to modern
cybersecurity and are reflected in best practices such as the NIST Cybersecurity Framework. The
commenter explained that vulnerabilities are often discovered by third parties such as vendors,
service providers, or security researchers, and without a formal VDP, PWSs risk leaving
vulnerabilities unaddressed for longer periods. VDPs provide a formal channel for receiving,
validating, and mitigating reported vulnerabilities, helping ensure that issues are identified and
resolved quickly. The commenter recommended that the Department require covered water
systems to establish VDPs and suggested adding regulatory language directing entities to create
policies and procedures to receive, analyze, and respond to vulnerabilities disclosed from both

internal and external sources, informed by recognized standards and best practices.
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Response: The Department recognizes the importance of receiving information about discovered
vulnerabilities and implementing corrective actions where appropriate and agrees that this should
be part of any cybersecurity program. While the Department appreciates the potential benefits of
fully implemented VDPs, they represent a significant compliance cost that may be impossible for
smaller community water systems to pay for. The Department will consider developing best
practices for VDP implementation for water systems with sufficient resources to implement
them. At a minimum, the annual review and update of the CVA required by 10 NYCRR section
5-E.5(f) will provide opportunity to identify and mitigate vulnerabilities. No changes to the

proposed regulation were made as a result of this comment.
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